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1. Supporting Documents 

• Health and Safety Policy (EDU.POL.038) 
• Critical Incidents Policy (EDU.POL.045) 
• Fire Safety Policy, Procedures & Guidance 
• Safeguarding Children in Education Policy (EDE.POL.002) 
• Supervision of Pupils Policy (EDU.POL.043) 
• Risk Assessment Policy 
• Data Protection Policy 
• Educational Visits Policy (EDU.POL.028) 

Related policies are held within RADAR in the School's policy folder. 

2. Introduction 
At Great Oaks College we keep our site safe and secure so that pupils, staff and 

visitors are protected and our pupils can learn in a calm and settled environment. A 
secure site is part of how we safeguard children. This policy sets out how we control 

access to our buildings and grounds, how we keep the premises safe, and how we 
prepare for and respond to a security threat. 
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We are a special school, and we design our security to fit our pupils. Some of our 
pupils become distressed and may try to leave a room, a building or the site. Our 
arrangements keep them safe without making the school feel like a locked or 
institutional place. We aim for a site that is secure, welcoming and therapeutic at 
the same time. 

3. Aim & Scope 
This policy applies to all staff, governors, pupils, parents and carers, visitors and 
contractors at Great Oaks College and to the whole of our site, including buildings, 
grounds and any premises we use off site. It aims to: 

• keep the site secure and control who can enter our buildings and grounds 
• make sure the premises are safe, well maintained and fit for our pupils 
• reduce the risk from intruders, violence and terrorism, and prepare a clear 

response 
• balance strong security with a calm, welcoming and therapeutic environment 

It is read with our Health and Safety, Safeguarding, Supervision of Pupils and 
Critical Incidents policies (EDU.POL.045), which carry the detail of the related 
procedures. 

4. Abbreviations and Definitions 
Site security. The arrangements that control who can enter our buildings and 
grounds and that keep the premises safe. 

Access control. How we manage entry to and exit from the site, for example through 
locked doors, gates and signing in. 

Lockdown. Securing the building and keeping everyone inside and away from a 
threat. Invacuation means bringing people in from outside as part of a lockdown. 

Public protection procedures. Under Martyn's Law, the procedures staff follow if 
there is reason to suspect a terrorist act, covering evacuation, moving people to 
safety, controlling who can enter or leave, and communication. 

Standard duty premises. Under Martyn's Law, premises where it is reasonable to 
expect that 200 or more people may be present from time to time. Larger premises 
where 800 or more may be present are enhanced duty premises. 

5. Policy Content 
5.1 Principles and Approach 

Our approach rests on the following principles. Secure and therapeutic. We keep 
the site secure in a way that fits our pupils and keeps the school calm and 
welcoming. Safeguarding first. Site security is part of safeguarding, and we treat it 
that way. We know who is here. We control access and we can account for everyone 
on site. We plan for the worst and practise. We assess the risks to our premises, 
including terrorism, and we rehearse our response. Security is integrated. Our 
counter-terrorism, fire, lockdown and safeguarding procedures work as one system, 
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not separate ones. Proportionate. We match our security to the real level of risk to 
our site, and we keep it under review. 

5.2 Premises and Site Security in Practice 

Controlling access to the site 

At Great Oaks College we control who can enter our buildings and grounds. External 
doors and gates are kept secure, entry is through a controlled point, and the 
boundary is maintained so that people cannot enter or leave unseen. We balance 
this with the needs of our pupils, so that the site is secure without feeling like a 
locked institution. The arrangements for our site are set out in the annex. 

Visitors and contractors 

Every visitor and contractor signs in, shows identification where appropriate, is 
given a badge, and is supervised in line with our Safeguarding Policy (EDE.POL.002). 
We check the identity and, where required, the vetting of contractors and visiting 
professionals before they have any contact with pupils. Contractors working on site 
follow our health and safety and safeguarding rules, and we manage their work so 
that it does not put pupils at risk. 

Knowing who is on site 

We keep an accurate record of everyone on site, including pupils, staff, visitors and 
contractors, so that we can account for everyone in an evacuation or lockdown. 
This works with our fire and emergency procedures and our Supervision of Pupils 
Policy (EDU.POL.043). 

CCTV and surveillance 

Where we use CCTV, we do so lawfully and proportionately to keep the site secure, 
and we manage the images in line with our Data Protection Policy. We make clear 
where CCTV is in use. 

Keeping the premises safe and maintained 

We keep our buildings and grounds safe, clean and properly maintained, in line with 
Part 5 of the Independent School Standards. We carry out regular premises checks, 
deal with hazards promptly, and keep records of inspections, servicing and repairs. 
The detail of premises health and safety is in our Health and Safety Policy 
(EDU.POL.038). 

Counter-terrorism and Martyn's Law 

We assess the risk of a terrorist act affecting our site and we put proportionate 
protective measures and procedures in place. The Terrorism (Protection of 
Premises) Act 2025, known as Martyn's Law, places duties on premises where 200 
or more people may be present from time to time. At Great Oaks College we assess 
whether our site meets this threshold, including at events, and we apply the duty 
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where it does. Whether or not the threshold is met, we adopt sensible protective 
security and public protection procedures as good practice, and we keep our 
assessment under review as the law comes into force. 

Public protection procedures 

If there is reason to suspect a terrorist act on or near our site, staff follow our public 
protection procedures. These cover getting people out by evacuation, bringing 
people in and securing the building by invacuation and lockdown, controlling who 
can enter or leave, and communicating quickly with everyone on site and with the 
emergency services. They are the same procedures we use for other serious 
threats, and the step-by-step response sits in our Critical Incidents Policy 
(EDU.POL.045) and emergency plan. We plan them with our pupils in mind so that 
they prompt a safe response rather than panic. 

Public-facing events 

When we hold an event that the public can attend, for example a performance, fair 
or sports fixture, we assess the additional security risk, plan access and 
supervision, and consider whether the event itself falls within Martyn's Law. The 
arrangements for each event are recorded with the event planning. 

Lone working and out-of-hours security 

We have arrangements to keep staff safe when they work alone or out of hours, and 
to keep the site secure when it is closed, including alarms and secure locking up. 
These arrangements are set out in the annex. 

Pupils who try to leave the site 

Given the needs of our pupils, some may try to leave the building or site when they 
are distressed. Our access control reduces the chance of this, and where a pupil 
has a known risk we put an individual plan in place. Staff respond with relationship 
and de-escalation first. The full response to a pupil who is missing on site or who 
has left the site is in our Supervision of Pupils Policy (EDU.POL.043). 

5.3 Recording, Monitoring and Reporting 

Premises checks, servicing and security incidents are recorded, and any incident 
with a safeguarding dimension is recorded on CPOMS. Our premises and counter-
terrorism risk assessments are documented and dated. Leadership reviews 
premises and security risks and incidents, reports to the Proprietor and Governors, 
and updates the risk assessments and this policy so that Great Oaks College  
learns from each incident and from any change in the law. 

The school undertakes an annual security risk assessment which includes visitor 
management, access control, lone working, site vulnerability and counter-terrorism 
considerations. 

5.4 Equality and Inclusion 
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At Great Oaks College this policy is applied fairly and in line with the Equality Act 
2010. We make sure our premises and security arrangements are accessible to 
disabled pupils, staff and visitors, and that they do not disadvantage any pupil. Our 
security is designed to keep pupils safe without restricting them more than is 
necessary. Any concern that this policy disadvantages a pupil should be raised with 
the headteacher. 

6. Responsibilities 
6.1 Pupils 

follow the rules about doors, gates and signing in and out, and tell a member of staff 
if they see a stranger on site or a door or gate left open. 

6.2 Staff 

follow the access control and signing in arrangements, challenge or report anyone 
on site who should not be there, and keep doors and gates secure; know the 
lockdown signal and the public protection procedures and act on them. 

6.3 Leadership 

Leadership at Great Oaks College makes sure the site is secure, the premises are 
safe and maintained, the premises and counter-terrorism risk assessments are in 
place and current, and staff are trained. Leadership leads the response to a security 
incident. 

6.4 Governance 

The Proprietor and Governors at Great Oaks College make sure the school has 
effective premises and site security arrangements and that this policy is followed, 
and they review premises risks and security incidents. 

6.5 Parents and carers 

follow the site's arrangements for entering and leaving, wear a visitor badge when 
asked, and do not hold doors or gates open for people they do not know. 

6.6 Named leads 

The person responsible for premises and site security at Great Oaks College is 
Sharon Tafano – Office Manager The designated safeguarding lead is Emma Giles. 
Where Martyn's Law applies to our site, the senior individual responsible for it is 
Julie Butcher Head Teacher 

7. Training Requirements 
All staff are trained on access control, signing in and out, challenging strangers, and 
the lockdown and public protection procedures, as part of induction and regular 
updates. Staff receive counter-terrorism awareness training appropriate to their 
role, for example the nationally recognised Action Counters Terrorism training, and 
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we rehearse our lockdown and public protection procedures so that staff and pupils 
can act quickly at Great Oaks College. 

8. Equality Impact Statement 
All policies will be developed and implemented in a manner that promotes equality, 
diversity, and inclusion, ensuring fair and equitable treatment for all individuals. 
Policies must align with relevant equality legislation and reflect the expectations 
and standards set by our regulatory bodies. They will demonstrate a commitment to 
eliminating discrimination, advancing equality of opportunity, and fostering an 
inclusive environment that respects and values the diverse needs, backgrounds, 
and experiences of those we support, as well as our workforce. 

9. Sources of Information / References 
This policy reflects current statutory guidance and legislation, including: 

• The Education (Independent School Standards) Regulations 2014, Part 5 on the 
premises and accommodation of pupils, read with the Independent School 
Standards guidance (April 2026) 

• Health and Safety at Work etc. Act 1974 
• Management of Health and Safety at Work Regulations 1999 
• The Regulatory Reform (Fire Safety) Order 2005 
• Terrorism (Protection of Premises) Act 2025, known as Martyn's Law, whose duties 

are expected to come into force in 2027 after an implementation period, and 
which is regulated by the Security Industry Authority 

• Keeping Children Safe in Education (DfE, 2025, and the 2026 version from 1 
September 2026), in particular site security and the checks on visitors and 
contractors 

• Prevent duty guidance (Home Office) 
• Equality Act 2010, so that our premises and security arrangements are accessible 

to disabled pupils, staff and visitors 
• DfE guidance on emergency planning and response, and on school and college 

security 

10. Version Control 
This document can also be found in the following locations and should be amended 
in the following (ie. Circle, Nourish, Radar): 

This policy is reviewed annually, or sooner if legislation or statutory guidance 
changes, including as the duties under Martyn's Law come into force. The next 
review date and version history are recorded in the control table above. The named 
owner for review at Great Oaks College is the headteacher. 

11. Appendices 
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11.1 Appendix A: School-Specific Annex 

The Head completes this annex with local detail. Everything in this annex is school 
personalisation. 

At Great Oaks College the following local arrangements apply: 

• Site boundaries, gates and controlled entry points: Front gates are kept locked 
while we have students onsite. All staff use Net Access system with ID badge to 
log in and out of school doors and back gate. 

• Visitor and contractor sign-in and badging: All Visitors and Contractors sign in at 
reception where the fire procedures are explained, and they are issues with a RED 
badge. Sign contractor’s onsite form. ID checked where possible. 

• CCTV locations and management: We have cameras onsite in 8 locations Corridor 
KS3/KS4 2 Outside front of building 1 Outside back Carpark Reception Office and 
KS4 entrance KS3 back gate. Main server is in KS4 small office. 

• Lockdown signal and procedure: Staff Radio – Code RED Full Lockdown Code RED 
Evacuation Code Amber Invacuation. See attached 
Lockdown/Evacuation/Invacuation Procedures. 

• Whether the site meets the Martyn's Law threshold, and the public protection 
procedures:  

Martyn's Law (Terrorism (Protection of Premises) Act 2025) 

Martyn's Law Threshold Assessment 

The school has considered the requirements of the Terrorism (Protection of 
Premises) Act 2025 (Martyn's Law). Schools and other education settings meeting 
the capacity threshold generally fall within the Standard Tier arrangements, which 
focus on preparedness, staff awareness and public protection procedures. Premises 
with fewer than 200 individuals reasonably expected to be present at one time are 
generally outside the scope of the legislation.  

School Assessment 

• Maximum site occupancy: _150 

• Staff occupancy: ___70 

• Visitor occupancy: ___4 

• Total reasonably expected occupancy: ___150 

• Martyn's Law Threshold Met: No 

• Date of Assessment: __11/9/26________ 

• Reviewed By: ___J butcher Headteacher _______ 

Public Protection Procedures 
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The school has established proportionate procedures to protect pupils, staff and 
visitors in the event of a security threat or terrorist-related incident. These include: 

• Controlled access to the site and visitor management procedures. 

• Perimeter security measures, including fencing, gates and monitored entry points. 

• Staff awareness of emergency response procedures. 

• Lockdown procedures. 

• Evacuation procedures. 

• Invacuation procedures (moving individuals to safer internal locations when 
appropriate). 

• Emergency communication arrangements. 

• Liaison with emergency services where required. 

• Regular review and testing of emergency procedures. 

• Training and briefings for staff on responding to security incidents. Lockdown 
Procedures 

The school maintains a lockdown procedure to be used where there is a threat either 
on site or in the immediate vicinity. All staff receive training and guidance regarding: 

• Recognition of potential threats. 

• Securing classrooms and buildings. 

• Communication during a lockdown. 

• Accounting for pupils, staff and visitors. 

• Procedures for emergency services attendance. 

Review 

The school's Martyn's Law assessment and associated public protection procedures 
will be reviewed: 

• Annually. 

• Following any significant security incident. 

• Following changes to legislation or government guidance. 

• Following any changes in site occupancy or use. 
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The Headteacher is responsible for ensuring that the school's security arrangements 
remain effective, proportionate and aligned with current legal requirements and best 
practice. 

 

• Premises lead and senior individual for site security: Julie Butcher – Head Teacher 
• Out-of-hours security, alarms and locking up: Dave Callow – Caretaker locks up 

and sets security alarm. Alan Neale – 2nd caretaker opens in a morning. 
• Pupils with an individual plan for leaving the site: pupils who leave the site for 

enrichment are accompanied by a member of staff. No pupil has permission or 
plan to leave the site in the school day. 
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11.2 Appendix B: Site Security Quick-Reference 

Use these steps if there is an intruder or a suspicious person on or near the site. 
Protect pupils first. Record the incident afterwards. 

1. Stay calm and do not approach anyone who may be dangerous. Keep pupils with 
you and away from the person. 

2. Alert the person leading the response and nearby staff. Say where the person is 
and what they are doing. 

3. If there is a threat to people, start lockdown using the agreed signal and follow 
the public protection procedures. Move pupils away from doors, windows and sight 
lines. 

4. Account for pupils, staff and visitors, and report anyone missing to the person 
leading the response. 

5. Call 999 if there is any threat to safety. Follow the instructions of the police when 
they arrive. 

6. Keep pupils calm, supervised and informed at a level they can manage, and 
follow individual plans for those who need support. 

7. Wait for the all-clear from the person leading the response or the police before 
returning to normal. 

8. Once it is safe, record the incident, inform the designated safeguarding lead, and 
review what happened to improve the arrangements. 
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Lockdown/ Evacuation/ Invacuation Procedures. 
Great Oaks’ College. 

 

 

Alarm or signal for lockdown shelter 

1. CODE RED LOCKDOWN (Full Lockdown procedures 
to be followed). ALL STAFF inside 
 

2. CODE BLACK EVACUATION. - Everyone evacuated to 
safe site. 

 
3. CODE AMBER (Invacuation Procedures to be 

followed. 
 
4. FIRE ALARM- Fire evacuation procedures to be 

followed 
Signal for stand down / all-clear CODE GREEN STAND DOWN- all clear 

 

Incident Control Officers & Response Team  

 
Other useful contacts: 

Name Emergency Contact Number 
Faye Causer  07394873303 
 James Madine  07773474876 

 

Role Name Emergency Contact Number 
Incident Control Officers 
 
Headteacher 
Deputy Headteacher 
Assistant Headteacher 

 
 
Julie Butcher 
Jemma Cosby 
Julie Jones 

 
 
07354903381 
07754615739 
07976565373 

Deputies 
 
DSL 
Pastoral Leader 

 
 
Emma Giles 
Olivia Turner 

  
 
07939118941 
07598987757 

Communications Officers 
 
DSL 

 
 
Emma Giles 
Sharon Tafano 
 

  
 
07939118941 
07534656245 
 

There are important differences between the lockdown and shelter arrangements. Lockdown is necessary 
when children and staff need to be locked within buildings for their own safety i.e. in an emergency such 

as a hostile intruder, terrorist attack or other criminal activity. 
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Rooms most suitable for lockdown 
1 Hall Key stage 4 
2 Main Corridor Key stage 3 
5. Hub – multi faith room/ Intervention room  

 

 
Communication arrangements 

Wherever possible use silent communications and keep noise to a minimum especially if the intruders are close 
by. Make sure any communications devices are secure and cannot be intercepted. 

• Two-way radios. All SLT/ Pastoral team and teachers to have radios. 
• Allocated SLT to use channel 3.  
• Initial call for LOCKDOWN CODE RED/ CODE BLACK EVACUATION /CODE AMBER on Channel 1.  
• SLT Communications will then be directed to Channel 3. 
• Seniors to ensure communication with all other staff is consistent  
• Mobile phones: Offsite staff have telephones and numbers in office- signed out 
• Once in LOCKDOWN CODE RED/ CODE BLACK EVACUATION /CODE AMBER safe positions then 

Communications officers will communicate with off site staff/ parents of students who may be 
expected to arrive during the lockdown process 

• Instant messaging / email: SLT have work phones to email out 
 

CODE RED LOCKDOWN (Full Lockdown procedures to be followed).  
ALL STAFF inside 

 

Completed by 
(sign and time) 

Sound Alert - Activate lock-down procedures immediately 
Managers to switch to Channel 3  
DSL to Dial 999   
DSL/ Deputy DSL or cover staff to monitor cameras and feedback about position of 
intruder/ Risk on Channel 3 on the radios 
Seniors to direct rest of staff and students using Channel 1 on the radios 
ALL SLT to be in allocated position as agreed. Cover arranged if absent   
Office to provide signing in sheet for staff and student registers if possible so we can 
ensure all students are safe  
Direct all children, staff, parents and signed in visitors to the nearest safe place (this 
may be dependent on what and where the risk is)  

1. KS3 corridor 
2. KS4 Hall 
3. Transition hub multi-faith room/ Intervention room   

Secure rooms and take action to increase protection from attack - Lock and barricade 
doors and windows   
Close windows / blinds   

It is important to remember that it is very much the exception to evacuate a building in the event of a 
hostile intruder.  Unless the location of the intruders is known, a "blind" evacuation may be putting 
people in more danger (e.g. from an intruder or device at one of the entrances/exits) than if they had 
remained within the building. 

 

It is important to make sure that items that could be used as weapons (kitchen implements, sports 
equipment, tools, cleaning products) are securely locked away when not in use.  
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Turn off the lights, fans or mobile air conditioning units (this will reduce noise and the 
risk of exposure to any chemical/biological attack)   
Hide, sit on the floor and away from windows   
Stay as silent as possible - put any mobile devises to silent    
Ensure that students, staff and visitors are aware of an exit point in case the intruder 
does manage to gain access. This will be communicated to staff on radio channel 1. 
Decisions will be made by DSL and Headteacher 
If there is a need to access this will be communicated by SLT to Senior staff which exit 
is safe to use   
Check for missing / injured students, staff and visitors using registers and signing 
sheets if available   
Keep doors and windows locked shut and remain inside until an all-clear has been 
given, or unless told to evacuate by the emergency services   
CODE GREEN STAND DOWN- all clear  

 
6. CODE BLACK Evacuation - Everyone evacuated to safe site. 
 
 

Completed by (sign 
and time) 

Sound Alert - Activate lock-down procedures immediately 
Managers to switch to Channel 3   
DSL to Dial 999   
DSL/ Deputy DSL or cover staff to monitor cameras and feedback about position of 
intruder/ Risk on Channel 3 on the radios 
Seniors to direct rest of staff and students using Channel 1 on the radios  
Office to provide signing in sheet for staff and student registers if possible so we 
can ensure all students are safe  
Direct all children, staff, parents and signed in visitors to the nearest safe place 
(this may be dependent on what and where the risk is)  

1. The Longford Centre if Risk is in KS4 or Transition hub area 
2. The Bridgetown centre if risk is in KS3 or Charlie’s Garden   

Check for missing / injured students, staff and visitors using registers and signing 
sheets if available   
Keep doors and windows locked shut and remain inside until an all-clear has been 
given, or unless told to evacuate by the emergency services   
CODE GREEN STAND DOWN- all clear  

 
Alternative place of safety in the event that it is considered necessary to leave site 

 (for example, partner school/college / leisure centre) must be pre-arranged. 
Name of venues 
Dependent on direction 
of risk 

The Longford Centre 
186-176 Longford Road 
Cannock 
WS111QN 

Bridge Town Social Club carpark 
170 Walsall Road 
Cannock 
WS110JB 

Type of venue Community Centre 
 

Social Club 

Contact names    
Contact telephone 
number 

 01543 571157 01543 503134 

5 MINUTE WALK 
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Useful info such as distance 
from school, directions, 
capacity, opening hours 

Walking distance, across the Island by the Tyre 
fitting shop 
5 MINUTE WALK 

 

CODE AMBER (Invacuation Procedures to be followed). Completed by (sign 
and time) 

Sound Alert - Activate lock-down procedures immediately 
CODE AMBER 
Managers to switch to Channel 3  
DSL/ SLT to Dial 999 if necessary, to confirm with HT   
DSL/ Deputy DSL or cover staff to monitor cameras and feedback about position of 
intruder/ Risk on Channel 3 on the radios 
Seniors to direct rest of staff and students using Channel 1 on the radios  
Office to start to prepare for Code RED Lockdown or Code Red Evacuation. 

1. Registers to be accessed 
2. Grab bag etc 
3. Phones to be ready for further communication with offsite if required  

Close windows / blinds where possible    
Inform staff to keep students in class if necessary   
If possible, check for missing / injured students, staff and visitors using registers 
and signing sheets if available   
Keep doors and windows locked shut and remain inside until an all-clear has been 
given, or unless told to evacuate by the emergency services   
CODE GREEN STAND DOWN- all clear  

 
 


